Les Cahiers du GERAD ISSN:  0711-2440

Entropy Tests for Random
Number Generators

P. L’Ecuyer, A. Compagner
J.-F. Cordeau

G-96-41
September 1996

Les textes publiés dans la série des rapports de recherche HEC n’engagent que la responsabilité de leurs
auteurs. La publication de ces rapports de recherche bénéficie d’'une subvention du Fonds F.C.A.R.






Entropy Tests for
Random Number Generators

Pierre L’Ecuyer
Université de Montréal and GERAD

Aaldert Compagner
Technical University Delft

Jean-Francois Cordeau
Université de Montréal

September, 1996






Abstract

Uniformity tests based on a discrete form of entropy are introduced and
studied in the context of empirical testing of uniform random number gener-
ators. Numerical results are provided. It turns out that some currently used
generators fail the tests. The linear congruential and inversive generators with
power-of-two modulus perform especially badly.

Résumé

Des tests d’uniformité basés sur ’entropie d’une loi de probabilité discrete
sont introduits et étudiés pour tester empiriquement des générateurs de valeurs
aléatoires uniformes. Des résultats numériques montrent que plusieurs géné-
rateurs couramment utilisés échouent les tests. Les générateurs a congruence
linéaire et inversifs dont le module est une puissance de 2 sont particulierement
mauvais face a ces tests.






Introduction

Random number generators should generally be built based on proper theoretical
analysis and understanding of their structural properties, and then tested empirically
to further improve one’s confidence in them. Different statistical tests are sensitive
to different types of deficiencies in generators, so it is useful to apply a wide range
of tests. For background on random number generators and statistical testing, see
for example [17, 20, 21, 24, 27]. Since by necessity all statistical tests are applied to
subsequences of finite length, they can never exclude the possibility that in extensive
applications effects arise that escaped detection in testing. In fact, all sequences of
numbers of a given length have the same total amount of correlation, as explained in
[3, 4]. But what we ask for is that the generators pass a collection of tests that take

a reasonable (or practically feasible) amount of computing time.

In this paper, we study uniformity and independence tests based on the con-
cept of entropy for discrete uniform distributions, following the suggestion in [5] that
entropy might provide a useful testing ground. In [5], the notation and terminol-
ogy were taken from statistical mechanics, while here the point of view is that of

probability theory and statistics.

Recall that for a discrete random variable X taking its values in a (discrete)
set S, with probability mass function p, = P[X = z] for all x € S, the entropy of p
(or of X)) is defined by

Hy=— Z pxlg(px)v (1)

€S
where lg denotes the logarithm in base 2. In particular, consider a string of L inde-

pendent random bits, each bit being 0 with probability 1/2 and 1 with probability
1/2. There are C = 2L possible outcomes for the string, each having probability
1/C = 27F. Identify each such outcome (or bit string) with the integer z that it rep-
resents in binary arithmetic. Then, the random variable X has the discrete uniform
distribution over {0,1,...,C — 1} and its entropy is

c—1

Hy=—> (1/C)lg(1/C) = L. (2)

=0

To test whether a random variable X distributed over § = {0,1,...,C — 1}
effectively has the uniform distribution, we might estimate its entropy and compare



the result with (2). Let X,..., X}, be a sample of n presumably independent copies

of X and for each z € S, let N, be the number of times the value x was obtained:
Nx:ZI[Xi:x] (3)

where I denotes the indicator function; that is, I[X; = 2] = 1 if X; = x, 0 otherwise.
A natural and standard discrete entropy estimator (or empirical entropy) is:

c-1

=0

For a goodness-of-fit statistical test based on the statistic (4) to be practical,
the distribution function of this statistic (or a good approximation of it) must be
available. In Section 2, we provide explicit expressions for the exact mean and vari-
ance of Hy(C,n) under the uniformity assumption. Basharin [1] already showed its
asymptotic normality as n — oo. For finite n, we shall use as an approximation the
normal distribution whose mean and variance are the exact values for that n. We
study the quality of this approximation by estimating the discrepancy between it and
the exact distribution, as a function of n.

Statistical tests based on the entropy of a continuous distribution have already
been proposed and applied [6, 13, 32]. Those tests are based on more complicated
(continuous) entropy estimators and have very little in common with those proposed
here. They are also discussed in [23].

In the next section, we explain how the bit strings can be constructed from
the output values of a generator that produces real numbers between 0 and 1. We
study the distribution of the empirical entropy and propose another test based on
the linear correlation between successive values of the entropy. We also introduce
a second type of entropy, still defined by (4), but based on all (overlapping) L-bit
substrings within a circular n-bit string. From this, we define an average entropy
test and a correlation test. In Section 2, we apply a selection of tests to a set of
random number generators. This set is small and not necessarily representative of
all the different methods proposed in the literature. However, our results certainly
show that these entropy tests are powerful enough to detect certain defects in random

number generators and are therefore justified.



1 Tests based on the discrete empirical entropy

1.1 Constructing the bit strings and computing entropies

Let uq,us, us, ... be a sequence of successive output values of some random number
generator, which are supposed to behave as independent U(0,1) random variables.
We want to test the uniformity and independence of, say, the first ¢ bits of the binary
fractional expansion of those u;’s, where £ is a positive constant indicating the finite
precision. If the binary expansion of wu; to its first ¢ bits is written as

¢
U; = Z bm2*j,
j=1
then the null hypothesis Hy to be tested can be formulated as: “the sequence

b1,17'"7b1,€ab2,17"‘;b2,€7b3,17"' (5>

is a sequence of independent random bits, each taking the value 1 with probability
1/2, independently of the others”.

To test Hy, choose two positive integers n and L, extract n disjoint blocks (or
substrings) of L bits each from this sequence, and compute the empirical entropy
ﬁd(C’, n) defined in (4). Suppose that this procedure is repeated N times, with
disjoint parts of the sequence, and let T}, ..., Ty denote the N values of ﬁd(C’, n)
thus obtained. We examine the following two ways of testing Hy: (a) construct the
empirical distribution of 77, ..., Ty and compare it with the theoretical distribution
of Hy(C,n) under Hy and (b) test if there is a significant correlation between the
pairs (T;, T;11) of successive values of the entropy.

The n bit strings of length L can be extracted from (5) in different ways,
depending on the testing strategy that one has in mind. If one is interested in testing
only the few most significant bits of each u;, then one would take a small value of ¢.
For example, with ¢ = 1, only the most significant bit is tested. On the other hand,
to test the least significant bits, one may throw away (say) the r most significant bits
of each u; and extract only the ¢ — r bits that remain. The following setup covers
these situations. Choose an integer r such that 0 < r < £ and let s = ¢ —r. (To



keep all the bits, just take r = 0.) Extract from each w; the bits b;,41,...,b;i,4+s and

(conceptually) put them in a long string:

bl,rJrla ceey bl,r+sa b2,r+17 c. ’b2’7-+s, b377«+1, e (6)

Partition this string into substrings (or blocks) of L consecutive bits, without overlap.
To simplify the notation, assume that either s divides L, or L divides s. So, if s < L,
the first substring is

bl,T‘+17 o abl,rJrsa sy bL/s,r+17 B abL/s,r+sa

the second one is

b1+L/s,r+1a s 7b1+L/S,7‘+57 B 762L/5,T+1a s 7b2L/s,r+sa

and so on. If s > L, then the first s/L blocks are taken from w;, the next s/L ones

from wus, and so on. Later on, we will also consider taking the blocks with overlap.

1.2 The distribution of the sample entropy

To compare the empirical distribution of 77,...,Tx with the theoretical one, one
needs the distribution of f]d(C’, n) under Hy, or at least a good approximation of it.
Such an approximation is given by the next proposition. It says that for large n,
f[d(C’, n) is approximately normally distributed, and it also gives the exact mean and
variance of Hy(C,n) (for any finite n).

PROPOSITION 1. Under the hypothesis Hy, one has:

ElH,(C,n)] = —Ci I 1g <i> (”) c-y (7)

=on \n/\J] cn
s - £ () ()
e EER () (1)
_ E2[fld(0, n)], -



and

déf f[d(C, n) - E[ﬁd(C’, n)]

S(C,n
e \/Var [Hy(C,n)]

= N(0,1) 9)

as n — oo for fived C.

Proof. Note that each N, is a binomial, with

n 1\’ 1\
PIN,=j3l=(".])l5]) ([1-5 :
N =] (9)(0) < C>
Replacing this in the definition of E[Hy(C,n)] yields (7). Similarly, for 1 < z < 2/ <

C, one has

. n\ /(n—j 1N\ 7 1\* 2\"IF

P =it == (1) (") () (&) (1-2)
Equation (8) follows easily by using this in the definition of Var [Hy(C,n)] =
E[H2(C,n)] — (E[H4(C,n)])%. Basharin [1] has shown the asymptotic normality of
the estimator fId(C, n), for fixed C, using its Taylor expansion in terms of (p; —
P1,---,Pc — pc). His result is stated in the context of a general discrete distribu-
tion over a finite set, using asymptotic expressions with O(n~2) error for the mean
and variance. Here, we replace these approximations by the exact values. Note that
(slightly more complicated) exact expressions for the mean and variance were also
given for the case of a more general discrete distribution in [15], using a development

based on the generating function of the multinomial distribution. O

This proposition provides the ingredients for a goodness-of-fit test based on the
discrete empirical entropy: generate N independent values of S(C, n), say Si, ..., Sy,
and compare their empirical distribution to the N(0,1). These S;’s are in fact the
normalized values of the T;’s introduced in the previous subsection: Under Hy, S; =
(T; — E[T;]))/(Var [T;])Y/2. Table 1 gives the exact mean and standard deviation of
Hy(C,n) under Hy, computed from (7) and (8), for different values of L, and n =
C = 2F. As L increases, these values become rather costly to compute because of the
double sum in (8).



Table 1: Mean and standard deviation of the sample entropy for C' = n = 2%,

L E[H4(C,n)] (Var [Hy(C,n)])"/?
1 0.50000 0.50000
2 1.32399 0.38950
3 2.24579 0.28677
4 3.20868 0.20647
5 4.19057 0.14725
6 5.18163 0.10455
7 6.17718 0.07408
8 7.17497 0.05244
9 8.17386 0.03710
10 9.17331 0.02624
11 10.17303 0.01856
12 11.17289 0.01312
13 12.17282 0.00928
14 13.17279 0.00656
15 14.17277 0.00464
16 15.17276 0.00328

1.3 Testing the goodness-of-fit via a KS statistic

A Kolmogorov-Smirnov (KS) test can be used to compare the empirical distribution
of S1,...,Sn to the standard normal distribution. It works as follows (see [17, 31]
for more details). Let Sy < ... < S(ny be the N ordered values of Sy,..., Sy and ®
be the distribution function of the standard normal: ®(z) = P[N(0,1) < z]. Define

Dy = max (j/N —&(5y))
and
Dy = max (®(5y) - (7 - 1/N).

Approximations of the distribution of D} and Dy under Hy are given in [17, 31] and
other references there. Let d™ and d~ be the values taken by D3, and Dy in a given
experiment and define the corresponding significance levels as 6+ = P[D} > d]

and 0~ = P[Dy > d|, respectively. The hypothesis Hy is rejected if one of the

6



significance levels, 41 or §~, is extremely close to zero or one. In case of doubt, one
may replicate the entire test (independently) and reject H if the significance levels
are consistently too close to zero or one. We call this the discrete entropy distribution
test.

1.4 How good is the normal approximation ?

For finite n, the N (0, 1) distribution is only an approximation of the exact distribution
of S(C,n). The quality of this approximation must be controlled, because even if the
empirical distribution of Sy, ..., Sy is very close to the true distribution of S(C,n)
under Hy, if the latter distribution is too far from the standard normal, then D7 or
Dy, will take a large value. In other words, if the approximation is not good enough,
the KS test may detect the approximation error and reject the generator because of
this.

The distribution of ]fld(C, n) is asymmetric about its mean, but closer to sym-
metry as n — oo. The normal approximation is poor for small n also because of
larger jumps in the distribution. When n is small compared to C', only a few bit
strings are observed more than once, so most values of N, are 0 or 1. As a result,
the distribution of ﬁd(C’, n) is concentrated on just a few values and is thus far from

normal.

To assess the quality of the approximation for moderately large n, we made
the following empirical investigation. Our aim is to bound the maximum vertical
distances between the true distribution function of S(C,n) under H, and its normal
approximation. More specifically, we would like to know the values of

A*(Cn) = sup (P[R(S(Cyn)) < u] — u),
0<u<l1
AT(Con) ¥ sup (u— P[O(S(C,n)) < u).
0<u<1
Computing these error bounds exactly is too difficult in general, so we shall set-
tle for estimators. It turns out that the most natural estimators of AT(C,n) and
A~(C,n) are A*(C,n) = D}, and A~(C,n) = Dy, respectively, for N as large as

possible. These estimators can be computed by standard Monte Carlo simulation,
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using “reliable” random number generators (for the results reported here, we checked
our experiments with several random number generators of different types, and the
results agreed). The percentage points of the KS distribution can be used to compute
confidence intervals for AT(C,n) and A~(C,n), as explained in Section 4.5.4 of [30].
For a 95% confidence level, for example, the half-widths of the confidence intervals
are approximately 0.043 for N = 103 and 0.004 for N = 10°.

Table 2 gives the estimates A*(C,n) and A~(C,n) obtained with N = 107,
for different values of L and n, with n = C = 2 and n = C? = 22, The intersection
of the interval [AT(C,n) — 0.004, A*t(C,n) + 0.004] with the interval [0,1] yields a
95% confidence interval for AT (C,n), and similarly for A=(C, n). The approximation
error clearly decreases with n as n and L increase simultaneously, and also seems to
decrease with L for fixed n. For n = C > 2'% and for n = 0% > 26, the values
observed in the table are mostly noise, in the sense that the confidence intervals on

the error bounds contain zero.

Table 2: Values of AT(C,n) and A*T(C, n)

n=C =2k n=C%*=2%L
Lin AT C/n) A (Cin)|n AT (C/n) A (C)n)

2| 22 0.233 0.328 24 0.141 0.175
4 | 24 0.051 0.091 28 0.030 0.052
6 | 26 0.011 0.024 212 0.009 0.021
8| 28 0.003 0.011 216 0.003 0.004

10 | 210 0.002 0.004

12 | 2%2 0.001 0.003

14 | 24 0.002 0.003

16 | 216 0.001 0.003

What are the practical effects of these approximation errors and how can one
use the table to choose test parameters ? As an illustration, consider a test with
parameters N = 1000 and n = C' > 1000. With this N, for the significance level §*
to be smaller than 0.01 (say), D}, must be larger than 0.05 (approximately). Since the
approximation error A*(C, n) in this case appears certainly smaller than 0.01, a value

of DF; larger than 0.05 should be caused by something else than this approximation

8



error. The bias on the significance level is acceptable. This is more so as n gets larger.
The same also applies to Dy. Being conservative, for N = 1000 and n = C' > 2'2, or

for N = 10000 and n = C' > 2%, one can safely neglect the approximation error.

1.5 A correlation test

A second way to test Hy is to check whether the pairs (7;,7;41), for 1 <i < N — 1,
are significantly correlated. If they are, it means that a low |high] entropy in one
part of the sequence (5) tends to be followed by a low [high] entropy in the next part.
Equivalently, one may test the correlation between the pairs (S;, S;+1), which is more
convenient because the .S; have zero mean and unit variance. The sample correlation

between the S;’s is simply
1 N-1
PN = S > SiSia. (10)
Tt i=l

Under Hy, as N — oo, py converges to zero with probability one and v Njy con-
verges in distribution to the N(0,1). A statistical test readily follows from the latter
property: compute v Npy for a large value of N and reject Hy if it is too far away
from zero to be considered as a typical N(0,1) variate. We call this the discrete
entropy correlation test. Here, n can be small but N must be large, which is the

opposite as for the discrete entropy distribution test.

1.6 Constructing the bit strings with overlap

In Section 1.1, the n bit strings of length L were constructed without overlap; that
is, from disjoint parts of the sequence (6). We now consider a setup in which they
are constructed with overlap. Take the first n bits of the sequence (6), relabel them
as by,...,b,, and put them in a circle (i.e., define by = b, and b; = b; moa » for all
integers j). For i = 1,...,n, let X; be the integer represented by the bit string of
length L starting at position i:

L-1

Xi - Z bH_L_j_12j. (11)

=0



Define N, and the empirical entropy Hy(C,n) as in (3) and (4), and let T} be the
value of ﬁd(C’, n) thus obtained. Repeat the same procedure with the bits n + 1 to
2n of the sequence (6), yielding an entropy value T, and so on. So, for i > 1, T; is
the value of ﬁd(C, n) obtained by putting the bits (i — 1)n+1,...,in in a circle and
looking at all n strings of L consecutive bits over that circle.

A possible advantage of this overlapping variant is that is squeezes more in-
formation from the bit string (6) compared to the non-overlapping case. However, in
the overlapping case, NV, is no longer a binomial random variable and the mean and
variance formulae of Proposition 1 no longer apply. For small values of n, one can
compute the exact mean and variance directly from their definitions (which involves
a sum of 2" terms corresponding to the 2" possibilities for {b,...,b,}). The exact
values for some pairs (L, n) are reported in Table 3. With these values in hand, one
can compute S, ..., Sy, the N values of S(C,n), as before. For large N,

N
VNSy =N"12%"5,
i=1
is approximately N(0,1) under Hy. The overlapping average entropy test computes
this statistic to test the empirical mean of the entropy against its theoretical value.

It rejects Hy if v/N|Sy| is too large.

Table 3: Mean and variance of the overlapping entropy for some pairs (L,n).

L n E[H4C,n)] Var [Hy(C,n)]
2 4 1.375000 0.3593750

3 8 2.299772 0.1867293

4 16 3.238725 0.1007388
5
5
5

20 3.817000 0.0815392
25 4.014291 0.0694637
30 4.160005 0.0591489

The correlation test of the previous subsection can also be applied in the same
way; we call this version the overlapping entropy correlation test. For large n (say,
n > 30), the exact mean and variance of T; take too much time to compute in
reasonable time, but one can simply replace them by their sample counterparts. The

sample correlation between T7,..., Ty then becomes:

10



N -1 IS NATT . — (N = 1)(T)?
oy = W =DTEY o (N —1)(T) 12)

where T and 62 are the sample mean and sample variance of the 7}’s:

1 X
T:N;Ti
and Lo
il P I

Under Hj, since the T;’s are i.i.d., v Npy again converges in distribution to the
N(0,1) as N — o0, so it can be used for a correlation test in the same way as (10)
for large N.

2 Experimental results

2.1 A selection of random number generators

We selected a few popular or recently-proposed random number generators, listed in
Table 4, and submitted them to entropy tests. Of course, this list is not exhaustive;
there are several more good and poor generators that we could test. However, our aim
here is not to test all known generators, nor to recommend any specific generator, but
rather to investigate the power of entropy-based tests to detect deficiencies in certain
types of generators.

First, we observe that the generators G1 to G12 are rather “baby” generators
from our point of view: we think that their period lengths are much to short for
current needs, so none of them can be recommended for general use. G13 to G16,
on the other hand, have reasonable period lengths, althought G13 and G14 have
well-documented statistical defects [4, 5, 26].

The generators G1 to G7 are well-known linear congruential generators (LCGs),
based on a recurrence of the form z; = (ax;_; + ¢) mod m, with output u; = z;/m
at step 7. G1 and G2 are recommended by Fishman and Moore [12], and Law and
Kelton [18], respectively. G3 and G4 are in several software packages [2, 29], G5 is

11



Table 4: List of selected generators.

Gl. LCG with m = 23" — 1 and a = 742938285.

G2. LCG with m = 23" — 1 and a = 630360016.

G3. LCG with m = 23! — 1 and a = 16807.

G4. LCG with m = 232, a = 69069, and ¢ = 1.

G5.  LCG with m = 23! and a = 65539.

G6. LCG with m = 23! and a = 452807053.

G7. LCG with m = 23!, a = 1103515245, ¢ = 12345.

G8.  Implicit inversive with m = 23! — 1 and a; = ay = 1.
G9.  Explicit inversive with m =23 —1 and a = b = 1.

G10. Implicit inversive with m = 232, a = b =1, and 2y = 5.
G11. Explicit inversive of [11] with m = 232 a =6, and b = 1.
G12. Modified explicit inversive of [9] with m = 232, ¢ = 6, and b = 1.
G13. GFSR-521 in the Appendix of [29].

G14. GFSR proposed in [16].

G15. Combined LCG in Fig. 3 of [19].

G16. Combined MRG in Fig. 1 of [22].

the infamous RANDU, G6 corresponds to the URN12 generator of [7], and G7 is
the LCG implemented in the rand function of the standard library of the C pro-
gramming language [28]. The next five generators are inversive generators modulo
m. Their output at step i is always u; = z;/m. G8 is an implicit inversive gen-
erator of the form z; = (a; + ay2,';) mod m, where 0~* mod m is defined as 0
(see [8]). G9 is an explicit inversive generator of the form x; = (ai + b) mod m,
2z = x;'modm = 2" ? mod m [8, 14]. G10 is an implicit inversive generator
with power-of-two modulus m = 2¢, based on the recurrence: z; = T(z;_1) where
T(22) = (a1 + 2%az2~1) mod 2¢ for odd z (see [10]). G11 and G12 are explicit inver-
sive generators with power-of-two modulus; G11 is defined in [11] and G12 is defined
as in [9], with the recurrence: z; = i(ai + ¢)™! mod 2°. G13 is the GFSR generator
based on the recurrence x; := x;_501 ®x;_32, where & denotes the bitwise exclusive-or,
and with the initialization procedure given in the Appendix of Ripley [29]. G14 is
another GFSR generator, given in Kirkpatrick and Stoll [16]. G15 and G16 are the
combined LCG of L’Ecuyer [19] and the combined MRG given in Figure 1 of [22].

12



2.2 Results of discrete entropy distribution tests

We now report on a few experiments with the selected generators, using the entropy
distribution test based on the statistic S(C,n). We selected 9 parameter sets (or
tests) with the generators of Table 4. Those parameter sets, called S1 to S9, are
given in Table 5. The last column of the table gives the total number of calls to the
generator for each test.

Table 5: Parameters for entropy distribution tests
Test | N n L r s Nb. Calls
S1 1000 22 12 0 12 4048000
S2 1000 2% 12 0 4 12144000
S3 1000 2% 12 20 4 12144000
S4 1000 2 8 0 8 65536000
S5 1000 2¢ 8 0 4 131072000
S6 1000 2% 8 20 4 131072000

6

4

4

ST 1000 2% 16 0 1 65 536 000
S8 1000 2% 16 0 262144000
S9 1000 2% 16 20 262144000

For each combination of generator and parameter set (or test), we computed
the significance levels T and §~ of the KS statistics for the entropy distribution tests.
Table 6 reports the highly suspect significance levels; that is, those smaller than 0.01
or larger than 0.99. The other entries are left blank. The generators not mentioned
in the table had no suspect significance levels (in this sense) for these tests. We
also computed (in parallel) the sample correlation py in (10) for the same sets of
parameters. The results of these entropy correlation tests were consistent with those
of the distribution tests, in the sense that clear failures were observed for the same

combinations of parameter set and generator.

All the LCGs with power-of-two modulus fail. Their failure for the tests based
on the least significant bits (S3, S6, S9) was expected, because these bits have short
period length for those generators. However, they also fail the tests based on the other
bits. The inversive generators with power-of-two moduli also fail the tests based on
the least significant bits, which can also be explained by the short period length of
these bits. G5 (RANDU) is the only generator failing the test S2, which constructs
12-bit strings by taking 4 bits from each of 3 successive values. This is to be expected,

13



Table 6: Results of the entropy distribution tests

Test | Side G1 G4 G5 G6 G7 G10 Gl11 G12
S1 | 6t
5
S2 | 6t < 10710
5~ 1.0000
S3 | &t 1.0000 <1071% <1079 <1071 <1071 <1071 1.0000
5~ < 10719 1.0000 1.0000 1.0000 1.0000 1.0000 < 10710
S4 | 6t 7.0E-4 5.7E-5
6~ < 10710
S5 | ot < 10710 0.0010
5~ <1079 < 10710 0.9948
S6 | ot <1070 <« 10710 <1079 <1079 <1070 < 10710 < 10710
5~ 1.0000 1.0000 1.0000 1.0000 1.0000  1.0000  1.0000
S7T | 6F 0.9987  0.9926  0.9993
5~ 0.0017 <1070 <1010
S8 | ot < 1071% 1.0000
5~ 1.0000 < 10710
S9 | ot <1070 <1079 <1070 <1070 <1070 < 10710 < 10710
5~ 1.0000  1.0000 1.0000 1.0000 1.0000  1.0000  1.0000

because RANDU is known to be bad with respect to the equidistribution of its triples
of successive values (they all lie in 16 equidistant hyperplanes [17, 18]). The test S2
successfully detects this. Besides the generators with power-of-two moduli, only G1

has a suspect significance level, for test S7.

2.3 Results of entropy tests with overlapping

Tables 8 and 9 report results of the average entropy test and entropy correlation test
with overlapping. The test parameters are given in Table 7. The total number of
calls to the generator for these tests is smaller than for the entropy distribution tests
of Table 5, but we are doing more work with each number, so the computational
times are roughly of the same order. They seem to detect as much (at least for these
examples) as the tests of Table 5. The first four tests look at the 30 most significant
bits of each number and compute the corresponding overlapping entropy. The last
four take the bits 21 to 23 of each number, and 10 successive output values are used
to construct each block of 30 bits. So, in this case, the testing concentrates on these
3 bits.

14



Table 7: Parameters for the entropy tests with overlapping

Test | N n L r s Nb. Calls
C1 104 30 5 0 30 10000
C2 10° 30 5 0 30 100000
C3 106 30 5 0 30 1000000
C4 10" 30 5 0 30 10000000
Ch 10* 30 5 20 3 100000
C6 10° 30 5 20 3 1000000
C7 106 30 5 20 3 10000000
C8 10" 30 5 20 3 100000000

Table 8: Results of the overlapping average entropy test

Test | G4 G5 G6 G7 G9 G10 G11 G12
C1 6.26E-8 1.0000

C2 10.0106 < 10719 2.50E-7 0.9999

C3 <1079 < 10710

C4 <1079 < 10710

C5h 1.0000 < 107'° 0.0001 1.0000 1.0000
C6 1.0000 <1070 <1010 1.0000 1.0000 1.0000
C7 10.9993 1.0000 < 107 <1010 1.0000 1.0000 1.0000
C8 |1.0000 1.0000 < 107 <1010 1.0000 1.0000 1.0000

Table 9: Results of the overlapping entropy correlation test

Test | G4 G5 G6 G7 G9 G10 G11 Gl12 G13
C1 <1071 <1079 <1071 1.6E-4

C2 [0.0056 < 107 0.0015 41E-10 < 10710 0.9997
C3 [0.0009 <107 <1071 0.9993 1.83E-5 < 10! 6.7E-5

C4 [<10719 <1071 < 1071 1.0000 <1071 < 107'° 1.1E-6

C5 1.0000  0.0007 0.9999 < 10710

C6 1.0000 < 10710 1.0000 < 10710

C7 [1.0000 1.0000 < 10710 1.0000 < 10710

C8 [1.0000 1.0000 < 10710 1.0000 < 10710 1.2E-7
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Again, all the generators with power-of-two moduli clearly fail the tests. Most
fail even with rather small sample sizes. For the average entropy tests, the inversive
generators with power-of-two moduli only fail the tests based on low order bits (the
average entropy tends to be too low), but for the correlation tests, they also fail for
the high order bits. The explicit inversive generator G9 also fails, but only with small
sample sizes for the high order bits. This may appear curious at first sight, but can
be explained as follows: the first n values produced by this generator are the inverses
(modulo 23! — 1) of the first n positive integers, divided by 23! — 1, and it turns out
that the inverses of smaller integers tend to have lower entropy for their high order
bits. We applied the same tests to the explicit inverse generator with parameter
values m = 23! — 1, a = 1 and b = 993652 (the last value was chosen randomly), and
it passed. The GFSR recommended by Ripley (G15) fails the last entropy correlation
test.

We actually made more experiments with these tests than what is reported
here. For example, we tried the same tests as C5—C8, but with » = 0 instead of
r = 20 (i.e., testing the 3 most significant bits), and replicated three times the
entire set of tests. The GFSR generators G13 and G14 failed some of the tests (at
significance levels less than 107°) in some of the replications, but passed in others.
So, these tests often detect that there is something wrong with those generators,
but not always (depending on the initial seed of the generator). However, for most
of the results reported here, the spectacular failures (significance levels of 1.0000 or
< 1071) observed for one seed are typically observed for almost any random seed.
One exception is the generator G9, for which changing the seed changes the behavior
as explained previously.

3 Conclusion

The entropy tests reported here are powerful to detect defects in linear and nonlinear
generators with power-of-two moduli. The tests reject those generators after looking
at only a small fraction of the period length. They also show problems with the
explicit inversive and GFSR generators, whose behavior is sensitive to their initial
state. The GFSR generators are know to have important weaknesses, such as poor
bit-mixing properties [5, 25, 26], but for most initial seeds of the generators, those
defects do not show up in the entropy tests. To our knowledge, this paperis the first
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to report problems with inversive generators based on empirical testing.The linear
congruential generators with prime moduli considered here fail other tests [20], but
not these entropy tests.

Of course, if one increases the sample sizes, all generators will eventually fail,
because of their finite period length and because of the conservation law for the total
amount of correlation valid for all finite sequences [5]. But if the generator is well-
designed and has long-enough period, a test may require a (practically) infeasible
amount of computing time before failure occurs.

Ideally, meaningful statistical tests should be sensitive to the weaknesses that
are regarded most harmful in arbitrary applications. However, without restricting
the class of admissible applications, this is an elusive requirement. General purpose
random number generators should pass a rich battery of statistical tests of different
types. Since entropy is one of the most fundamental measures of randomness, entropy
tests are certainly a useful addition to the existing collection of tests for random num-
ber generators.

This work has been supported by NSERC-Canada grant # ODGP0110050, FCAR-
Québec grant # 93ER1654, and by the Dutch grants NWO B62-424 and STW-
DTI66.4085.
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